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ABSTRACT 


During the 1990s serious and organized crime moved to the top of the agenda 
for policing internationally. This shift took place during the same period that 
new information and communications technologies were being adopted across 
the policing sector in most European countries, a shift known in some places as 
the rise of ‘intelligence-led policing’. Discussion of intelligence-led policing 
against serious and organized crime has tended to focus on formal models of 
intelligence systems. The purpose of this paper is to contribute to the vocabulary 
of intelligence-led policing by providing the terms for describing the organiza- 
tional problems that bedevil the organization of police information systems. It is 
based on original empirical research in the United Kingdom and a number of 
other countries and provides a lexicon of 11 organizational pathologies. The 
paper ends by arguing that strategic intelligence forecasts about future trends in 
organized and serious crime that emanate from the police sector are not as 
strategic or as comprehensive as they appear to be. 
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Introduction 


During the early 1990s serious and organized crime moved to the top of the 
international agenda. Global liberalization of economic and financial mar- 
kets, together with significantly increased migratory pressures from the 
underdeveloped to the developed world, was said to have given a new 
impetus to the expansion of illicit markets (Edwards and Gill 2002a, 
2002b; Beare 2003; Williams and Savona 1995). Accordingly, in order to 
control these illicit markets, increased policing capacity was said to be a 
matter of functional necessity (see Sheptycki 2002). In Europe, an Action 
Plan to Combat Organised Crime was elaborated at the highest levels of 
government and adopted by the European Council in April 1997 (den Boer 
and Doelle 2000; Official Journal of the European Communities 1997). 
This plan put forward 30 recommendations, a number of which directly 
addressed the organizational structures of the police sector in the member 
states. Of particular interest were Recommendations 1, 2 and 20. The first 
of these asked member states to ‘examine whether it would be appropriate 
... to ask member states to designate a body at national level which would 
have an overall responsibility for the co-ordination of the fight against 
organized crime’. The second recommended the establishment of ‘a mecha- 
nism for the collection and analysis of data ... [in order to] provide a 
picture of the organized crime situation ... which can assist law enforce- 
ment authorities in fighting organized crime’. Recommendation 20 con- 
cerned the establishment of ‘multidisciplinary integrated teams’ at the 
national level which ‘should have sufficient insight into national criminal 
investigations to be able to contribute to the development of national 
polices in the fight against organized crime’. These recommendations were 
obviously intended to harmonize intelligence processes within the policing 
sector across the territory of the European Union (EU) (den Boer 2002). 
This enhanced concern with forms of organized crime came about at 
the same time that government institutions were ‘re-tooling’ using new 
information and communications technologies (ICT) (Ericson 1994; Eric- 
son and Haggerty 1997; Zuboff 1988). The result of the ‘information 
revolution’ has been considerable organizational flux in all governmental 
institutions as they are reconfigured in order to take advantage of ICT, not 
least those in the police sector (Chan et al. 2001; Manning 1992). This shift 
has been characterized as the move to ‘intelligence-led policing’ (Maguire 
2000; Her Majesty’s Inspectorate of Constabulary 1997). In the United 
Kingdom these trends culminated in the imposition of the National Intel- 
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ligence Model (NIM), while other European countries adopted their own 
distinctive approaches to the use of ICT systems in their efforts to improve 
their ability to gather, analyse and disseminate criminal intelligence. 

Most published work about the new intelligence-led approaches has 
tended to focus on formal models of intelligence systems. The accent has 
been on hierarchies of information flows and the use of formal rules to 
control the creation and exchange of intelligence. This is understandable, 
not least because of the strictures of data protection and human rights 
legislation, and the fact that such formal models are reflective of the rank- 
structured bureaucracies in which the new ICT systems have been im- 
plemented. What is often missed out in descriptions of these formally 
rational systems is discussion about their organizational flaws. It is not the 
case that instrumentally rational bureaucracies produce substantive ration- 
ality. Indeed, the opposite may be the case, as the sociologist Max Weber 
well observed. 

The purpose of this article is to provide some terms for describing the 
organizational pathologies of police intelligence systems. After briefly 
describing the research that underpins this discussion, this article overviews 
police intelligence systems as described by some of the people who have 
attempted to engineer them, with specific reference to the UK. The main 
part of the paper delineates and defines 11 organizational pathologies 
manifest in police intelligence systems. Although it may be problematic to 
generalize, enough is known about the state of play in the 15 member states 
of the European Union to suggest that these are a force to be reckoned with 
(den Boer 2002; den Boer and Doelle 2000). The paper ends by suggesting 
that the ‘pictures’ of crime problems based purely (or even principally) on 
police intelligence are likely to be distorted in ways that have yet to be well 
understood. More work is necessary if policy makers are to be fully 
confident in the efficacy of police intelligence systems and if criminologists 
are to make use of their products in the manufacture of theories about 
crime in the contemporary context. 


Method 


This article draws principally from the findings of a study funded by the 
UK Home Office (Sheptycki 2003a). It also draws on interviews under- 
taken with a variety of personnel from the Royal Canadian Mounted Police 
(on this research, see Sheptycki 2003b), with Swedish police and customs 
personnel, and with intelligence analysts of the Dutch National Police 
Service (KLPD). These provided some assurance about the degree of 
generalizability of the findings of the main UK-based study. The UK study 
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on which this paper rests aimed to be a national overview of the informa- 
tion processes that underlie the production of strategic criminal intelligence 
analysis. It used interviews, focus group interviews, field observations in a 
variety of agencies in the UK police sector (including Customs), as well as 
analysis of official documents to do this (for a fuller account of the methods 
used in this project, see Sheptycki 2003a). 

The main study informing this paper looked at the UK NIM from the 
ground up. It provided many insights into the organizational pathologies 
manifest in police information systems. The police sector in each country 
exhibits unique characteristics and it is extremely difficult to make mean- 
ingful generalizations about them (Fijnaut 1999). The analysis pursued 
here does not dwell upon the particularities of organizational structures. 
Rather, what is being attempted are characterizations of organizational 
processes, specifically information processes. Further, these can be under- 
stood to be the ‘institutional thought processes’ (Douglas 1987) that knit 
together the policing sector writ large. When governmental entities such as 
national states or supranational bodies such as the European Union 
pronounce a need to rationalize the information systems that animate 
police-type agencies, and make policies on the basis of the information thus 
produced, it is important to understand the organizational problems that 
underwrite such systems. 


Formal models of intelligence systems 


There is a sense in which police have always used ‘intelligence’. Willmer’s 
(1970) classic application of information theory to the organization of 
policing recognized the importance of ‘intelligence’ in the age of ‘unit beat 
policing’. He described the great variety of information that may come to 
the attention of police officers and observed that, as the territory being 
policed becomes more densely populated, or the geographical remit more 
widely spread, it becomes increasingly difficult to translate it into in- 
telligence (1970: 24-34). As he described it, the intelligence function 
essentially consists in the acquisition of knowledge and the processing of 
that knowledge into meaningful and digestible packages that lead to action. 
He focused on the role of the ‘collator’ (a precursor to today’s crime 
analysts) in helping to interpret information and smooth the processes of 
communication internal to the police organization. He noted that several 
countries were experimenting with various computer applications to crimi- 
nal records, modus operandi searches, personal description searches and 
vehicle registration searches, as well as routine administrative tasks, but 
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that ‘Great Britain appears to be alone in considering the application of 
computers to intelligence information’ (1970: 33). 

Thirty years later, studies revealed the use of a growing armoury of 
information-gathering and analytical and investigative tools and tech- 
niques, including undercover officers, tasked criminal informants, ‘bugging’ 
and visual surveillance devices, closed circuit television, financial tracking 
capabilities, and of course a vast range of computer facilities, packages and 
databases, most of them rare or non-existent 20 years ago (Maguire 2000: 
316; see also Maguire and John 1995). What is more, by the year 2000, 
intelligence-led policing was well established internationally. Thus the 
report of Her Majesty’s Inspectorate of Constabulary (HMIC) — entitled 
Policing with Intelligence — noted that ‘the ideal intelligence configuration 
has often been likened to a pyramid structure, extending from a broad 
based local policing tier through a force and inter-force level to upper 
echelons composed of national and international work’ (1997: 7). This 
report also pointed out that the strategic view of serious crime problems is 
developed on the basis of information flowing up from many different 
agencies and emphasized that, ‘for this model to work effectively, in- 
telligence has to flow freely on and between all the levels and interchange 
smoothly between agencies’ (p. 7). That is why any analysis of the utility of 
intelligence-led policing with regard to serious and organized crime must 
look at the policing sector writ large. 

Models of the ‘intelligence system’ are reflective of a number of 
institutional hierarchies that comprise the policing sector, including, but 
not limited to, police constabularies, intelligence services, customs services 
and private security agencies. Different organizations depict this somewhat 
differently. The dominant nomenclature in the UK context has been set 
down within the terms of the NIM, which stipulates a cycle in five phases. 
These are, firstly, direction (when the ‘customer’s intelligence needs’ are 
established); secondly, collection (during which information is amassed); 
thirdly, processing (when the information is analysed and turned into 
‘intelligence packages’); fourthly, dissemination (when ‘packages’ are given 
to ‘customers’); and, fifthly, formal review (when customers and providers 
jointly assess what has been accomplished and decide on the direction to 
take in the next round). 

The NIM cycle is depicted as having three ‘levels’ that correspond to 
increasing expanses of terrain. According to the National Criminal In- 
telligence Service (2000: 8): 


Level 1 - local issues — usually the crimes, criminals and other problems affecting 
a basic command unit or small force area. The scope of the crimes will be wide- 
ranging from low value thefts to great seriousness such as murder. The handling 
of volume crime will be a particular issue at this level. 
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Level 2 — cross border issues — usually the actions of a criminal or other specific 
problems affecting more than one basic command unit. Problems may affect a 
group of basic command units, neighbouring forces or a group of forces. Issues 
will be capable of resolution by Forces, perhaps with support from the National 
Crime Squad, HM Customs and Excise, the National Criminal Intelligence 
Service, or other national resources. Key issues will be the identification of 
common problems, the exchange of appropriate data and the provision of 
resources for the common good. 


Level 3 - Serious Organized Crime - usually operating on a national and 
international scale, requiring identification by proactive means and response 
primarily through targeting operations by dedicated units and a preventative 
response on a national basis. 


In this explanation of the NIM, the hierarchy of the police sector — from 
local ‘basic command units’, through to regional tasking and coordinating 
groups, to the national level — is projected on to ‘levels of criminality’ in the 
illicit market. This view is later expressly, if elliptically, disavowed: 


our position ... is that criminals clearly operate at two levels, firstly crimes that 
directly impact upon a community as described in Level 1; secondly those 
operating at a serious and organized crime level where the key components are the 
existence of a group of individuals which persists from serious crime to serious 
crime, an ability to defend the groups, and survive and reform after disruption. 
(National Criminal Intelligence Service 2000: 8) 


What constitutes an adequate description of the nature of criminal 
markets and organized crime is hotly contested in the criminological 
literature (Block 1994; Gregory 1998; Hobbs 1998; Levi 1998; Williams 
and Savona 1995). What cannot be contested is that intelligence systems 
models are based on hierarchies of information flow. Indeed, one diagram 
used to illustrate the intelligence process in the Dutch police system depicts 
a pyramid with three ‘levels’ (read from the top: national files, regional files 
and investigations files). 

A complicating factor is that the police sector is not a unified whole, 
but is itself a variegated institutional field. In the United Kingdom, many 
institutions comprise the police sector. This includes police constabularies 
themselves (of which there are 43 in England & Wales, 8 in Scotland and 
1 in Northern Ireland), plus the British Transport Police, the Ministry of 
Defence Police, the UK Atomic Energy Authority Police, the National 
Criminal Intelligence Service (NCIS), the National Crime Squad (NCS), the 
Serious Fraud Office (SFO), Her Majesty’s Customs and Excise (HMCE) 
and the Immigration and Nationality Department (IND). There are also a 
host of other governmental agencies such as the Benefits Agency, the Inland 
Revenue and the Financial Services Authority (FSA), which also contribute 
to and draw on information circulating in the intelligence ‘system’. The 
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gathering, processing and dissemination of criminal intelligence are essen- 
tially a problem, or series of problems, in the multi-agency sharing of 
relevant data. Since each agency operates on the basis of hierarchical 
information flows, there is not one pyramid of intelligence, but many. This 
is why it is difficult to make detailed cross-national comparisons, since the 
precise institutional mélange found in each country differs in important 
ways. 

Two points arise as general characteristics of national (and indeed 
transnational) intelligence systems. One is the principle of information 
hierarchy, where ‘intelligence’ is supposed to flow upwards in data pyra- 
mids. The second is the multi-agency context, which calls for the movement 
of information between or across these information hierarchies. Specialist 
units established for the gathering, creation and circulation of criminal 
intelligence within this complex set of hierarchies are therefore faced with 
difficult organizational problems. 


Organizational problems of criminal intelligence-sharing 
in a multi-agency setting 


Reading official documents about information flows in crime intelligence 
systems one is more often confronted with a version of how they ought to 
work than how they do work. This is understandable because most of these 
documents are concerned with laying out the proper procedures that 
practitioners need to abide by if criminal intelligence processes are to work 
properly and within the framework of the law. What is very often absent 
from these accounts, however, is a perspective that pays attention to the 
way information actually flows in these systems. Some academics have 
produced accounts of informal communications networks, what is some- 
times referred to as the ‘old boys network’ (Bigo 2000; den Boer 1997; 
Manning 1992), but less has been said about those aspects of formal 
systems of information exchange that bespeak of organizational pathology. 
I identify 11 such pathologies here. These are: digital divide; linkage 
blindness; noise; intelligence overload; non-reporting; intelligence gaps; 
duplication; institutional friction; intelligence-hoarding and information 
silos; defensive data concentration; and the differences of occupational 
subculture. The subsections that follow discuss each of these in turn, 
illustrating the issues at hand primarily with reference to the UK context. 


Digital divide 


The problem of the digital divide is well known. Since ICT functions to 
both store and communicate intelligence, the basic problem is twofold. 
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There are many different information storage systems in use across the 
police sector. This is sometimes understood to be a problem of ‘legacy 
systems’. For example, in one UK police force visited during the summer of 
2001, data pertaining to hand guns, firearms and ammunition were stored 
on two separate and antiquated desktop computers. Since the two data- 
banks had been created at different times and for different purposes, each 
system stored slightly different information and neither was complete on its 
own. Additionally, firearms incidents were recorded on a newer force-wide 
central incident database, in effect a third information environment. Ob- 
viously this makes intelligence analysis very difficult and, given time 
pressure on analysts, often practically impossible. Continuous and un- 
coordinated upgrading of ICT systems means that this is an ongoing issue 
in all agencies that comprise the police sector. 

The digital divide is also manifest in communications systems. A 
noteworthy example of the ‘communications divide’ occurred during field- 
work for the UK study. It pertained to an incident where two boys (aged 5 
and 6) went missing in the Staffordshire constabulary area (Brown 2001; 
McIlroy 2001). Staffordshire Constabulary mustered a helicopter, police 
dogs and an undisclosed number of police officers, as well as assistance 
from members of the public, in a search for the boys that lasted 12 hours. 
It was not until then that Staffordshire police became aware that the boys 
had been discovered wandering lost in the neighbouring Cheshire Constab- 
ulary. The boys had been found and taken to a police station within an 
hour of being reported missing. However, because the two forces used 
different communications systems and because the young boys were unable 
to explain to police where they lived, there was considerable delay in 
returning them home. Although not a case involving serious or organized 
crime, this is symptomatic of a communications divide that affects the 
police sector generally. 

The digital divide can cause particular problems where there is a need 
to coordinate cross-border or inter-institutional information flow. One 
officer reported that he thought the flow of intelligence within the local 
constabulary was generally very good but that ‘most of the people that are 
a problem on my patch come from [the neighbouring constabulary] and 
they use a completely different system in that force area’. One implication 
of the digital divide is that intelligence analysis based on timely (ideally 
real-time) data is impossible. 


Linkage blindness 


The concept of ‘linkage blindness’ was first associated with crime series 
analysis (Egger 1990). In this context, it refers to linkages in crime series 
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that analysts fail to spot owing to inadequate or insufficient data (Sheptycki 
1998). For example, a firearm may be ‘rented’ or shared among a group of 
active criminals and used in a variety of locations. Data pertaining to that 
weapon might be used to link these persons to each other, or to particular 
incidents. When a crime series transgresses territorial boundaries, and the 
horizontal connections for sharing relevant intelligence are inadequate or 
non-existent, linkage blindness occurs. This is not the same issue as the 
digital divide, although it is related. Linkage blindness is a system problem 
not a technical one. An illustrative example was identified by the Benefit 
Fraud Inspectorate (BFI 2001). Information-sharing across the police sector 
in the UK is codified in Service Level Agreements (SLAs), which set down 
standard practice for information-sharing. The BFI expressed great dissat- 
isfaction with the adherence to these standards, stating that many person- 
nel merely pay ‘lip service’ to the SLAs. According to the report, many 
personnel were unaware that information could be passed between agen- 
cies or even that there were good reasons for doing so. Linkage blindness is 
not reducible to the digital divide, since the personnel who make use of the 
information and communication technology at their disposal can overcome 
technical barriers in order to ensure that relevant information is placed in 
the correct hands. However, field observations indicated that, even where 
there is a rule-based framework for doing so, horizontal flow in informa- 
tion hierarchies is often poor because most effort is directed at ensuring 
vertical flow. 


Noise 


Noise pertains to the value of processed information circulating in the 
intelligence system. Information may be graded along a spectrum of 
usefulness, but this intrinsic quality is further shaped by decisions made 
about recording and dissemination. The probability that personnel working 
with ‘raw’ intelligence will come across a piece of ‘high-quality’ informa- 
tion is lower than the probability that they will receive something of 
relatively ‘low quality’, but in any case all information is subject to 
interpretation. For example, civilians make reports about firearms from 
time to time, but not all of these reports are of the same value. There are a 
variety of reasons and motives that people have for making voluntary 
reports of this kind, and reporting officers have to make decisions about 
what they record. Thus the concept of ‘noise’ should be introduced, since 
intelligence outputs are in fact a distorted form of the input, which itself 
may be of dubious value. 

In the UK, intelligence personnel described noise in a variety of ways, 
referring to a ‘glut of low-grade intelligence’ and ‘over-sanitized’ or ‘overly 
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complicated’ intelligence packages. The volume of noise in an information 
system seems to be related to the distance between the reporting, recording 
and interpretation of data. The greater the gaps between information- 
reporting, intelligence analysis and dissemination, the greater the capacity 
for generating noise. This is because police personnel who turn information 
into intelligence often know little about recording decisions. Analysts who 
operate at a degree removed from such decisions are less able to qualify 
their interpretation of specific intelligence properly. The more extended the 
gap between recording decisions and analytical ones, and the larger the 
volume of bytes gathered for interpretation, the greater the capacity to 
produce noise. 


Intelligence overload 


Intelligence overload is a result of problems associated with noise, but it is 
also more than that. Across the policing sector there is a pronounced lack 
of analytical capacity and associated administrative support. During the 
course of the UK fieldwork, many instances were observed where analysts 
were given responsibility for data input and culling of old and out-of-date 
information. This frequently takes place in contexts where investigative 
personnel are also in short supply. It is not uncommon for analytical 
personnel to be given tasks more properly associated with investigation 
rather than analysis per se (see also the sections relating to occupational 
subcultures, below). In situations where intelligence-reporting is particu- 
larly voluminous, and where analytical personnel are required to undertake 
secondary duties, overload of the intelligence systems is the result. In such 
circumstances, it is not uncommon for out-of-date information to clutter 
up the information environment, which absorbs even more labour time, 
since data should be periodically purged in keeping with data protection 
guidelines. Intelligence overload can very quickly paralyse an intelligence 
system. Under-capacity in relation to the volume of information through- 
put, because capacity is taken up in data input, periodic record-screening or 
investigative analysis, may further contribute to the undue production of 
noise. Multiple recording of data on multiple systems and at multiple levels 
is a contributing factor (see below, defensive data concentration). 


Compulsive data demand 


The tendency to systemic overload in the intelligence system is exacerbated 
by its voracious appetite for data. Intelligence-led policing predicated on 
widespread system surveillance has a tendency to demand ‘more data’ 
rather than ‘better data’ or better data analysis when problems are identi- 
fied. For example, in September 2001 the National Criminal Intelligence 
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Service Economic Crime Unit (ECU) released figures on suspicious transac- 
tions reporting for the previous year (Bosworth-Davies 2001). According to 
Home Office officials, suspicious transactions reports (STRs) to the ECU 
had reached a yearly total of 18,408. Figures for the previous three years 
had hovered around the 14,200 mark. The rise was interpreted as a success 
story, but the fact that STRs made by lawyers had fallen to 248 in 2000 
from 256 in 1999 was taken to be a negative sign. Overall, the fact that the 
majority (almost 75 per cent) of STRs were coming from high street banks 
and bureaux de change, leaving other types of professional money handlers 
contributing much smaller proportions, was taken to be a sign that not 
enough data were coming into the surveillance system. 

Correspondence between myself and the Home Office about the 
interpretation of the contents of the STRs revealed that no analysis of the 
data had been produced, apart from the quantification cited in the press 
releases. In interview, personnel in the ECU revealed that, as of that date, 
they had not been able to analyse the data to hand in order to say anything 
systematic about the quality of reporting.! The analytical capacity of the 
unit was more or less completely absorbed with the task of inputting the 
volume of reports received and contributing to an unspecified number of 
active operational investigations. In interview, regulators at the Financial 
Services Authority (FSA) professed not to understand the emphasis on 
quantity: 

‘if suspicious transactions reports were at, say, 50,000 that could be read as a bad 

thing because it would mean that we, the regulators, were not doing a good job in 

ensuring that financial service providers were in compliance with the basic 
regulations. If they fell to zero that could be read as good, since regulation may 
have squeezed the opportunity to launder money. On the other hand, that could 
mean that we were doing such a bad job that suspicious transaction reporting 
officers can’t recognise a suspicious transaction when it is staring them in the face. 
So, I would say that you can’t really use a quantitative measure by itself. (FSA 
regulator, interview, 11 September 2001) 


Observing the volume of data coming from the financial system, one 
intelligence officer likened the task of intelligence analysis to ‘drinking from 
a fire-hose’. Compulsive data demand is a failure to recognize that more 
data are not necessarily better data. 


Non-reporting and non-recording 


Non-reporting or non-recording of relevant intelligence is problematic 
from the point of view of a well-functioning intelligence system. Recording 


' On this point, NCIS subsequently indicated that the analysis of the quality of this 
information had been scheduled (written communication, May 2002). 
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intelligence in standardized formats is time consuming (Ericson 1981, 
1994; Ericson and Haggerty 1997). Onerous recording burdens are made 
all the more so because of the digital divide, which means that information 
must be entered manually (double keyed) on more than one information 
system. The issue for police detectives is the ‘burden of paperwork’. 
Intelligence-reporting rarely contributes to successful prosecution out- 
comes; therefore effort is put into making records associated directly with 
law enforcement ‘case building’ at the expense of intelligence-reporting. 

Recording procedures observed in situ revealed the many occasions 
for separate data entry. For example, concerning firearms, there may be 
separate data-banks relating to the ammunition, the weapon and/or the 
incident that generated the report. Further, each separate report could 
necessitate double (or even treble) keying the same information (for 
example, addresses, phone numbers or the details of car number plates). 
Moreover, each of these types of information could be of interest to other 
agencies and this might generate yet more reporting requirements. When 
pressed for time, especially in the context of shiftwork, it is easy to miss one 
or more of these. Non-reporting results in preventable ‘intelligence gaps’ 
(see below), and may result in linkage blindness. In Britain, local in- 
telligence officers expressed a degree of frustration with regard to data held 
on the Police National Computer (PNC) and other data stored in central 
repositories at the national level. Recording on multiple systems absorbs 
time, and resultant delays may mean that data are out of date. 


Intelligence gaps 


Any one of the above issues can result in a gap in knowledge about a 
specific crime, series of crimes or crime type. Moreover, intelligence gaps 
are also the product of the hierarchical nature of the intelligence system. As 
previously explained, within the UK NIM, there is a three-tiered system of 
intelligence corresponding roughly to three ‘levels of criminality’. Level 1 
‘nominals’ are criminals whose ambit of activity is geographically narrowly 
circumscribed. Many of these are teenage boys and young men who are 
considered to be prolific offenders. Level 2 ‘nominals’ are criminals with a 
wider territorial ambit, for example teams of burglars or armed robbers 
whose activities range across divisional and force boundaries. Level 3 
‘nominals’ are understood to be serious criminals of national importance. 
There is a significant ‘gap’ in this pyramid of criminality between the 
second and third levels. As one officer explained it: 


You can see how young offenders ... graduate from stealing cars and nicking 
things to bigger things and they might become level twos. That’s okay because for 
the most part we can handle them. . . The real problem is between the level twos 
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and threes. You get what you might call a level two-and-a-half. These are 
criminals whose activities are beyond us. They may be drug dealers who travel to 
Manchester from here and we don’t have the resources to take that on. But from 
the point of view of NCS, well that dealer might only be turning over half a kilo 
[per week] and it’s not worth their while because they only want to take on 
criminals that are turning over five kilos. That is our biggest problem, because 
there is a big volume of crime going on at that in-between level. 


The gap between level 2 and level 3 nominals is not only an aspect of 
the intelligence system, it also stems from the nature of the targets 
themselves. One officer used the notion of a continuum of surveillance 
awareness to explain this. According to this person, criminal activity by 
Level 1 nominals was primarily opportunistic. Surveillance of persons was 
seen to be time consuming and not a good use of resources, but surveillance 
of crime ‘hot spots’ could be useful with respect to certain issues. Nominals 
spanning the range at the ‘top end’ of Level 1 and into Level 2 were 
understood to be susceptible to conventional mobile surveillance. Drug 
couriers and others responsible for moving criminally acquired goods were 
mentioned in this regard. The use of ‘technical surveillance’ (i.e. telephone 
intercepts) was said to be useful against these targets. The ‘top end’ of the 
Level 2 nominals and all Level 3 nominals were said to be, by definition, 
‘surveillance aware’. With regard to this level of criminality, intelligence 
gaps emerge owing to the difficulty of focusing scarce surveillance resources 
on what was, in effect, a rather large suspect population. 


Duplication 


There is always the possibility that some active criminals are of interest to 
more than one intelligence unit or agency, and duplication of effort may 
result. Two problems follow. Perhaps the most obvious is that duplication 
is a waste of scare resources. However, duplication is most worrisome 
when coupled with linkage blindness. In such instances, crucial analytical 
connections might not be made. Duplication in the context of ‘undercover 
operations’ may result in ‘blue-on-blue fire’, where officers from one agency 
mistake those of another for criminals (Fijnaut and Marx 1995; Marx 
1988). Duplication is institutionalized in the UK in the separate intelligence 
systems maintained by HMCE and NCIS. This duplication extends to the 
system of overseas liaison officers maintained by both agencies. In the UK 
context, the solution to duplication has been sought in efforts at improved 
tasking and coordination. Thus, Customs takes the ‘lead’ with regard to 
overseas drugs importation, whereas local police are interested in mid- and 
low-level drugs markets. This does not eliminate duplication, although it 
probably mitigates the worst possible outcomes (especially blue-on-blue 
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fire). Duplication fosters the development of ‘information silos’ (see 
below). 


Institutional friction 


As with most multi-agency work, intelligence-sharing is based on a collab- 
orative rather than a command relationship. Customs officers at ports of 
entry may be in a position to gather and report data of relevance to police 
constabularies, for example with regard to the shipment of stolen vehicles 
or the importation of firearms and ammunition. In the UK context, any 
such reporting would be voluntary since the Customs agency cannot be 
compelled by the constabularies, NCIS or the NCS to commit resources to 
gathering and reporting information of this kind. Institutional friction is 
structural in origin and is not restricted to the inter-agency context, nor is 
this problem limited to the UK (Bayley 1994). Particularly in large multi- 
functional organizations such as police departments, there is variability in 
definitions of ‘the job’, so that institutional friction can occur within an 
ostensibly unified command structure. Insofar as intelligence-sharing is 
concerned, ‘institutional friction’ describes the difficulties of moving in- 
formation across bureaucratic boundaries. It is possible that the emergence 
of ‘multidisciplinary integrated teams’, as envisaged in Recommendation 
20 of the European Council’s Action Plan, might overcome such friction, 
but this would depend on the size of such teams. In the United Kingdom, at 
the time of writing, NCIS combines personnel from around 25 different 
agencies in a large-scale multidisciplinary working environment. Although 
multidisciplinary and multi-agency, the UK NCIS is a large organization 
with hundreds of personnel working according to a division of labour 
along functional lines (economic crimes unit, vehicle crimes, football 
hooliganism, etc.). Even at the apex of an intelligence pyramid such as 
NCIS there are difficulties moving information across the boundaries 
created by the intelligence division of labour and, as a consequence, 
intelligence products are but fricative emanations. 


Intelligence-hoarding and information silos 


Institutional friction may result in a specific set of pathologies relating to 
the intelligence function: ‘information-hoarding’ and, what is but a struc- 
tural expression of the same thing, ‘information silos’. Information- 
hoarding is partly symptomatic of the enforcement-based subcultures 
common in the police sector (see below on occupational subcultures). In 
this subculture, a ‘good pinch’ equates with personal prestige and may 
serve to advance a career. There is thus an obvious motive to try to 
monopolize certain types of information. Since information may be crucial 
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to bringing about a notable success, it is a valuable commodity that must 
be kept back until it can realize its best return for the one who holds it. 
However, intelligence-led policing (ILP) works according to a different 
logic. The ILP model depends on the sharing of information in order to 
produce accurate pictures of crime and disorder problems. These pictures 
may bring about an enforcement ‘result’, but they may also lead to different 
outcomes, perhaps some clue as to how to prevent future occurrences of the 
same or similar events. Intelligence-hoarding is corrosive of the principles 
of intelligence-led policing. Hoarding need not be deliberate; it may be a 
post hoc rationalization for not communicating relevant information that 
stems, in the first instance, from institutional friction. It may also be an 
expression of non-reporting or non-recording — such information, in effect, 
being ‘hoarded’ inside the head of the individual officer who finds the task 
of double-keying information too time consuming. Whatever its cause, the 
result is that information remains confined within one individual, unit or 
segment of the system. This hampers the ability to undertake timely and 
useful analysis of criminal intelligence. 

Information silos are slightly different. They are the structural expres- 
sion of hierarchical information systems. For example, intelligence pertain- 
ing to vehicle theft is expected to flow upwards from local basic command 
units, to force intelligence bureaux, then perhaps to regionally based 
intelligence analysts and/or up to NCIS Headquarters. Similarly, intelli- 
gence relating to illegal drug markets is also supposed to filter upwards in 
the intelligence system. What can be lost in this upwards flow is an 
emphasis on horizontal linkages between crime types. It may be more 
useful for linkages between intelligence relating to different ‘sectors of 
criminality’ (in this example, vehicle and drug crime) to be made at the 
local level, than for this information to flow to the top of their respective 
information silos. However, within information silos, there is only one 
direction for information to flow and that is up. Intelligence packages may 
be disseminated back down the silo, or may be released out into the wider 
information environment from the top, but vertical flow of information 
most often inhibits information dispersal at points further down the 
organizational hierarchy. 


Defensive data concentration 


The above-mentioned pathologies result in an understandable pressure to 
‘do something’ in spite of the difficulties presented. In the intelligence 
environment, one obvious short-term solution is to take steps to gather 
relevant data for a given problem. For example, difficulties in gaining an 
accurate strategic picture of firearms-related incidents, or data about the 
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number of handguns in circulation in the illicit market and the availability 
of ammunition for such weapons, may result in extra efforts to create a 
specific database for that task. This results in another reporting require- 
ment being sent out across the police sector in order that the relevant facts 
be concentrated in one place and analysed. Efforts to concentrate informa- 
tion in this fashion usually focus on themes that are already enforcement 
priorities. Concentrations of data pertaining to immigrant smuggling, Class 
A drugs, alcohol and cigarette smuggling, theft of high-value vehicles, sex 
offenders, firearms, extortion, armed robbery and other select types of 
‘serious crime’ are thus created in a variety of agencies for strategic and 
other analytical purposes. The short-term solution to the catalogue of 
organizational pathologies that affect the police intelligence system actually 
creates more problems. It is, in effect, another duplication of data and it 
comes in the context of already over-stretched reporting, recording and 
analytical capacities. Moreover, since defensive data concentration usually 
comes about in response to crime problems that are already high profile, 
strategic analysts may be systematically robbed of the chance to develop 
information about lesser-known problems that are not already systemically 
reported. 


Occupational subcultures 


The introduction of criminal intelligence analysis into the police sector 
casts new light on the occupational subcultures that comprise it. Criminal 
intelligence analysts have a keen perception about intelligence bottlenecks 
and the difficulties of collection and timely dissemination of good-quality 
intelligence. In interview, one intelligence analyst professed a degree of 
frustration about the working environment, describing information- 
hoarding as ‘root and branch’. Many analysts spoke of the utility of 
horizontal information-sharing across institutional boundaries and of the 
need to view intelligence systems as a ‘complex web’ rather than ‘the 
spokes of a wheel’. As the previous discussion has indicated, however, the 
intelligence system has been configured not as a web but rather as a 
centralized and hierarchically organized information environment. Or 
rather, not one centralized information system, but rather a number of 
(sometimes competing) intelligence systems. 

These are structural issues and intelligence analysts see them rather 
clearly. The professional crime analyst is a relative newcomer to the police 
sector. The arrival of this new profession has provided new insights into the 
different occupational subcultures inhabiting these organizations, not least 
because differences in occupational subculture may result in friction. 
Subculturally related organizational pathologies can be conceptualized 
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under two headings. First, there are issues that arise in the context of a 
single organization or agency. These are problems of intra-agency sub- 
cultures. Secondly, there are those that arise in the context of the multi- 
agency setting that comprises the police sector as a whole. This is the 
problem of inter-agency subcultures. This is somewhat blurred in practice 
by the introduction of a relatively new expertise across the police sector, 
that of the intelligence analyst. 


Intra-agency occupational subcultures 


The rivalry between detectives and uniformed patrol officers is standard 
fare in the policing literature (Reiner 2000). Less is known about these 
sorts of rivalry in other parts of the police sector. In interview, personnel in 
HMCE revealed not dissimilar subcultural divisions, the most stark being 
between the ‘VAT-men’, ‘who are more like accountants’, and ‘enforce- 
ment’, who ‘think they are cops’. Large institutions that appear to the 
outside observer as monolithic entities are divided up according to complex 
internal divisions of labour. Where these function well, the long-established 
differences in the constituent internal subcultures - for example, between 
management and operations, staff and line, or service providers and 
administrative support — are underpinned by a modus vivendi. A full 
analysis of these cannot be undertaken here, and is probably not necessary 
given the special focus of this paper. What is more important is insight into 
the present circumstances, where a new profession and type of expertise 
(crime analysis) is being introduced into an already established division of 
labour. There are immediate issues that arise from the accommodation of 
the new occupational role. 

One analyst interviewed observed that, although she had been in post 
for three years, it had been only within the preceding 12 months that she 
had worked with actual intelligence. Prior to that she had ‘just been typing 
memos’. It was not uncommon for young female staff trained as analysts to 
report being given ‘inappropriate’ tasks. Long-serving personnel may have 
difficulties in adapting their ways of thinking to accommodate the new 
intelligence-based approach. Detectives involved in policing at divisional 
level have built their role around crime investigation and arrest leading to 
successful prosecution. To detectives, information equates with evidence 
and so, in the words of one senior analyst, intelligence can be ‘subverted 
into detections by another name’. In certain circumstances, the long- 
entrenched subcultural expectations of detective work may reduce the 
intelligence process to evidence gathering and evaluation. In contrast to 
detectives, analysts are trained to look at information more broadly. They 
are not merely interested in the evidence in a criminal case, although they 
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can be involved in that too. Rather, intelligence analysis provides tools for 
the discovery of trends and patterns and tries to explain why these occur 
(Dintino and Martens 1983). Since the detective role is more long-standing 
and is a relatively high-status role within the police agencies (and key 
performance indicators reflect this), there is an observable tendency to co- 
opt crime analysis for the purposes of crime investigation. Some analysts 
clearly identify with the detective worldview. Celebrating the ‘good pinch’ 
is not necessarily antithetical to the analyst’s role, neither is it the sine qua 
non of crime analysis. With intelligence-led policing, it is undesirable that 
crime analysis should become narrowed to the limited set of practices 
concerned with law enforcement. 

This tendency is not confined to police constabularies. In other 
agencies where success in law enforcement operations looms large as a 
marker of job success, and therefore prestige, the analytical process can be 
narrowed in a similar way. The introduction of criminal intelligence 
analysis in a variety of settings across the police sector has marked 
implications for the established way of doing things, but it is evidently not 
easy to introduce the new roles into already existing divisions of labour. 
Faced with these sorts of problems, managers talk about the need for 
additional training. There is much talk in the police sector internationally 
about the need to train personnel to be ‘good intelligence customers’ 
(IALEIA 1997, 1999). This may have a longer-term impact, but in the short 
term there is limited scope for training longer-serving personnel, not least 
because of staff shortages. Staff extractions for the purposes of training, 
together with sick leave and other situational exigencies, mean that many 
units in the police sector suffer from an at least perceived chronic shortage 
of personnel ‘on the ground’. In such circumstances, (re)training of existing 
staff may be perfunctory and insufficient to change old habits. This 
problem may be superseded as younger cohorts come of age under the 
intelligence-led paradigm and move into positions of responsibility. 

Some of these issues arise simply because of the imbalance in status 
and prestige of different occupational roles. Intelligence analysts, who are 
often merely ‘civilians’ in police agencies, are unable to advance very high 
up the career ladder.” However, the problem is not just between civilian and 
police personnel. Intelligence officers frequently report that they do not 
receive the same acknowledgement for their role that detectives have 
traditionally claimed. The ‘good pinch’ looms large in this occupational 
milieu: crimes detected are granted higher status than crimes prevented. 


? An attendant issue is that analysts leave jobs in police organizations after gaining experience 
and training. Analytical skills acquired in the context of police work can be sold for much 
higher rewards in the financial sector. 
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This is a variant of institutional friction, which may be partly (or even 
substantially) eliminated over the longer term. However, in the contempo- 
rary period the friction between the new arrivals and the old hands casts a 
harsh light on the functioning of these organizations. 


Inter-agency occupational subcultures 


There are pronounced differences in the workplace cultures of the various 
agencies that comprise the police sector. HMCE is one of the oldest 
departments of government in the UK. Established in 1642, it is certainly 
the oldest with police-type powers (search, seizure, arrest, etc.). In the 
contemporary period it is a department of the Treasury, has a centralized 
management structure and has a division of labour that reflects its rela- 
tively limited operational remit and narrow ambit of discretion. The police 
constabularies, on the other hand, are a product of the 19th-century state 
institutions-building. The public police in England & Wales are subject to 
a wider system of political and democratic control than is HMCE and, in 
policy matters, are subject to the purview of the Home Office. Public 
policing is multifunctional and decentralized. The work of police officers is 
characterized by a wide degree of discretion. There are other (newer) 
agencies in the policing sector, namely NCS and NCIS, as well as longer- 
standing institutions such as Her Majesty’s Immigration Service and the 
Security Services. In addition there are more peripheral institutions, such as 
the Financial Services Authority and the Benefits Agency, to name only two. 
Looked at internationally, it is possible to point to yet more differences in 
the subcultural traditions of institutions that make up the policing sector: 
between transnational agencies (i.e. Interpol and Europol); between agen- 
cies in specific national contexts (e.g. in Germany between the Lander 
Polizei, the Bundeskriminalamt and the Bundesgrenschutz); across national 
contexts (e.g. between the French Gendarmerie and the Dutch KLPD); 
across functional responsibilities (e.g. between the Italian Guardia di 
Finanza and the Caribinieri). 

All of these institutions (and more) are affected by the new practices 
of intelligence-led policing and all are drawn into a strategic enterprise by 
intergovernmental efforts such as the European Council’s Action Plan. It is 
important to recognize that the working practices of these various agencies 
are rather different and so too are the subcultures within them. It is a long- 
established fact that multi-agency working is adversely affected by differ- 
ences in working practice and that there can be a struggle for power and 
resources (including information) between agencies in these circumstances 
(Blagg et al. 1988). Such institutional friction can affect multi-agency 
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working in the most mundane ways. Consider joint police/customs opera- 
tional work in the UK, where one of the most frequently mentioned 
difficulties is associated with payment for overtime. 

With regard to intelligence-sharing, frequently there are differences in 
the terminology used to describe varieties of intelligence. For example, in 
the United Kingdom, agents working in HMCE make a three-tier distinc- 
tion between ‘operational’, ‘tactical’ and ‘strategic’ intelligence. The first 
type is defined as ‘intelligence product which supports front line units in 
taking case specific action to achieve compliance or enforcement ob- 
jectives’. An example of this might be information that suggests that a 
specific aircraft is ‘high risk for drug mules’ (likely to have persons on 
board who are in possession of quantities of drugs). Tactical intelligence is 
defined as an ‘intelligence product which supports national and local 
managers of front line units in planning activity and deploying resources to 
achieve operational objectives’. An example of this would be intelligence 
analysis that indicates that a specific airport, airline or route is being 
systematically used for the purposes of drug importation. Strategic in- 
telligence is much broader still and entails ‘looking at the national picture, 
of an industry, or the problem presented by illicit trafficking from a 
particular country, or national problems caused by the institution of a 
particular piece of legislation or other new development’. As an example of 
a new development, reference was made during interviews to an ongoing 
strategic assessment on tax compliance problems arising in the context of 
Internet-based business (e-commerce). 

In contrast, the UK National Crime Squad (NCS) operates with a 
basic two-tier distinction. Tactical intelligence is ‘directed towards specific 
criminal activity and targets. It is case specific and directly contributes to 
the enforcement objectives of the National Crime Squad’. Strategic in- 
telligence, however, pertains to the predictive assessment of current and 
emerging trends. It delivers an ‘overview of criminal capabilities, threats, 
trends and intentions, in accordance with the organization’s strategic aims 
and principles’. Like the NCS, the National Criminal Intelligence Service 
(NCIS) views tactical intelligence as being directed towards specific crimi- 
nal activity and targets. To this end, it seeks to produce ‘tactical products 
for use by law enforcement teams to mount operations against major 
criminals and their organizations who operate at national and international 
level’. Tactical intelligence is set against strategic intelligence, which ‘in- 
volves assessing the scale and nature of the threats from serious and 
organized crime, identifying potential areas for new legislation, recom- 
mending prevention techniques, and forecasting future threats’. Differences 
in nomenclature indicate contrasts in subcultural style. Where multi-agency 
working is requisite, this may result in suboptimal working practices. 
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One way around this, which is currently being adopted in the UK 
policing sector, is to assign ‘lead agencies’ to take overall charge of strategic 
tasking and coordination in relation to specific ‘sectors’ of organized crime. 
So, for example, Customs is the lead agency with regard to drug importa- 
tion, the NCS for armed robbery, the NCIS for vehicle theft, and so forth. 
The problem remains that, although lead agencies may acquire more of a 
command relationship with regard to their specific sector and hence a 
degree of control over intelligence requirements, the need for cooperative 
intelligence-sharing, and the ease with which this can be accomplished, are 
not addressed. Cross-sectoral intelligence-sharing, of information held by 
Customs relating to the exportation of stolen vehicles or the importation of 
illegal firearms for example, is easier if policing agents share a common 
argot and a common subculture. Differences of occupational subculture 
may be minimized through shared key performance indicators. When the 
organizations that make up the police sector are commonly evaluated 
against commonly held measures of agency success, it may be less easy to 
maintain substantially different subcultures within and across the sector. 


Organizational pathologies of the police intelligence system in 
context 


Before concluding, it is useful to view these organizational pathologies in 
context. After reading through the above lexicon for describing the variety 
of organizational problems that beset the contemporary policing sector, the 
reader could be forgiven for coming away with the impression that the 
system is in chaos and ‘nothing works’. Although an exaggeration, this 
would not be entirely incorrect, but it is also only a partial view. As 
intimated earlier, these pathologies are integral to the institutional thought 
processes that comprise the policing sector as a whole. This is a reference to 
Mary Douglas, who argued, in a book entitled How institutions think, that 
‘institutions survive by harnessing all information processes to the task of 
establishing themselves’ (1987: 102). She explained further that any given 
institution will be concerned with the projection of images and events 
‘which sustain the view of nature that is complementary to itself’ (1987: 
112). According to Douglas, institutions are ‘thought-collectives’ bound 
together by specific ‘thought-styles’. Further, on this basis it is possible to 
say that, if a given thought-style exhibited in a given institution is predi- 
cated on the use of surveillance and data acquisition, any problem encoun- 
tered by that institution, including problems that may act to undermine the 
legitimacy of its thought-style, can be answered only by calls for more 
surveillance and better data acquisition. 


Downloaded from euc.sagepub.com at FORDHAM UNIV LIBRARY on June 22, 2015 


327 


328 


European Journal of Criminology 


The intelligence-led policing paradigm has been adopted by a host of 
agencies that comprise the policing sector. The gathering, processing and 
dissemination of criminal intelligence takes place in many separate agen- 
cies, each of which harnesses information processes to its own reproduc- 
tion. The organizational pathologies outlined in this paper show that the 
processing of criminal intelligence is not as rationally ordered as may 
appear in the pages of the strategic analyses that are its product. Despite 
the disjuncture and disorganization that close observation reveals, the 
policing sector reliably produces strategic threat assessments year-on-year 
that target ‘the usual suspects’ (Gill 2000). How is this so? One way to 
explain this is to suggest that, despite its apparent fragmentation, the 
policing sector remains an institutional ensemble that successfully places 
parameters on what can be considered legitimate ways of thinking. All 
institutions generate their own world of images, symbols, ideas and past 
experiences, and, insofar as people participate in the institution, they are 
products of this ‘thought-world’. So it is in the policing sector. The 
institutional thought-world of the policing sector orders experience and 
memory and exercises a relatively large degree of control over the way 
problems of organized and serious crime are perceived. This is so not only 
for those who are direct participants in the institution (police agents, 
criminal intelligence analysts and the policy makers whom they feed), but 
also for the public at large. Building on Douglas’s terminology, the police 
sector is a complex institutional mélange that exercises social control over 
our understandings of organized crime. The plausibility of the output 
coming from the policing sector’s intelligence system(s) does not rest on the 
rationality of its processes, but rather depends on the hegemony of a certain 
thought-style that focuses on law enforcement means against traditional 
targets. 

In the contemporary period there is a concern to use the product of 
strategic criminal intelligence analysis to re-order priorities. Policy makers 
in the field of organized and serious crime in all of the member states of the 
European Union are consequently exercised with commissioning and inter- 
preting strategic assessments of the organized crime problem and making 
policy of the basis thereof. There is an expectation that strategic analyses of 
criminal intelligence provided by the policing sector will aid policy makers 
in making decisions about resource allocation in the management of a wide 
range of organized criminal activity. This includes not only the usual 
suspects — such as drug smugglers and urban gangsters — but also crimes 
against the environment, white-collar crime, identity theft, and much else. 
Given the catalogue of organizational pathologies that affect the policing 
intelligence system, it will be necessary to use the analytical products of 
that system with circumspection. 
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Conclusion 


This paper began by observing that most of what has been written about 
intelligence systems in the policing sector has tended to focus on how they 
ought to work rather than on how they do work. Following this, the paper 
aimed to contribute to the lexicon of intelligence-led policing by providing 
some terms that describe the organizational pathologies that impair the 
intelligence function. If nothing else, the vocabulary thus provided enun- 
ciates in clear terms the management problems that beset the intelligence- 
led policing paradigm. The guiding purpose of this paper is broader still. It 
has been to show why it is that criminologists and others who are 
interested in the emerging issues surrounding the policing response to 
organized and serious crime need to interpret the outputs of the police 
intelligence system with greater caution than they perhaps currently do. 
Governmental institutions such as the European Commission, or national 
governments themselves, have been facilitating the development of institu- 
tions that function as centralized information units at the national and 
transnational level. The European Council’s Action Plan to Combat Org- 
anised Crime asks such units to produce a picture of what constitutes 
organized crime. Policing agencies such as Europol, the UK NCIS and sister 
agencies worldwide produce well-packaged ‘intelligence products’ for pub- 
lic consumption and for the consumption of policy makers. The ‘annual 
threat assessment’ has become an exercise in advertising agency expertise. 
In interpreting these documents, it is important to keep in mind that they 
are not the products of a perfectly functioning information system, that 
there are blind spots, room for errors and need for interpretation. It is also 
important to remember that other sources of information — ones that are 
not the product of police sector information management — are crucial if 
criminologists and policy makers are to make sound judgements about the 
state of play with regard to organized and serious crime problems - 
whether they are practical ones about ‘what is to be done’, or merely 
theoretical. It is too early to tell if, by policing with intelligence, organized 
crime problems can be successfully governed. It is certain, however, that if 
we ignore the organizational problems of policing intelligence systems we 
will miss the mark. 
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